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Outline of Topics

Maturing capability but immature safety
Industry’s approach to safety

Military’s approach to safety

Unique challenges of UGVs

Some ideas for solutions
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Today’s UMS Missions

UAVSs:
Open airspace UGVs:
No obstacles < 200 pounds
Line-of-sight
teleoperation
Walking speed
. Counter-IED,
Survelllgnce HAZMAT
and strike

C s Mell NATIONAL ROBOTICS
sarnegie vielion
Y THE ROBOTICS INSTITUTE Mﬂﬁ%



Tomorrow’s UGV Missions

Bigger, faster,
weaponized, more
autonomous

Until military leadership is

convinced they’re safe,
they won't be fielded




Complexity ——

Difficult Safety Challenge

Machine makes decisions, perhaps no

Autonomy human oversight
Teleoperation Far more complexity, no human onboard
Drive-by-wire Automotive, aviation industries focused here

UGV industry is relatively immature, yet we must convince
customers of the safety of very complicated systems



Related Work

Pedestrian detection
Autonomous navigation
Situational awareness

Software reliabllity
Industrial safety standards

Technical components
of a safe UGV

References for the new
field of UGV safety



What Is Safety?

Safety Is freedom from accidents or losses

Accidents are caused by failures

A failure Is the inability of a system to perform its
Intended function

Safety Is often quantified by failure rates



Example: Aviation Failure Rates

Catastrophic 10°/ hr Prevents continued flight and safe
landing

Hazardous 107/ hr Large reduction in safety margin,
possible fatalities

Major 10>/ hr Significant reduction in safety
margin, possible non-fatal injuries

Minor 103/ hr Slight reduction in safety margin,
reasonable workarounds

Nuisance 102/ hr Failure causes no effect




Industrial Safety Standards

Reliability models exist for
electromechanical
components, driven by
mountains of data

FMECA, FTA, HAZOP very
mature for electromechanical

com ponentS Reliability Analysis Center (USAF contractor)
http://rac.alionscience.com/
: Electronic Parts Reliability Data (2000 pages)
The IateSt ComprehenSIVG Nonelectronic Parts Reliability Data (1000+ pages)

“software” standard across Nonoperating Reliability Databook (300 pages)
iIndustries is IEC 61508



IEC 61508 Safety Integrity Levels

Source: [Redmill98]



IEC 61508 Technigues

M = Mandatory I5C 615033

HR = Highly Recommended
R = Recommended
NR = Not Recommended

Further sections describe these methods in
detail, giving guidance to designer and
implementer



Critical UGV technologies

are prohibited!

IEC 61503-3



DoD Safety Standards

 DoD has taken initial steps in forming
safety guidelines:

— “Safety Precepts” from DoD Unmanned
Systems Safety Guide for Acquisition

— MIL-STD-882D

 These explain abstract goals but offer little
specific guidance

 How to verify compliance Is unclear



Design Safety Precepts

Design Safety Precepts (DSPs)

DSP-1* | The UMS shall be designed to minimize the mishap risk during all
life cycles phases.

DSP-2 | The UMS shall be designed to only respond to fulfill valid commands
from the authorized entity(ies).

DSP-3 | The UMS shall be designed to provide information, intelligence, and

method of control (12C) to support safe operations.

How can this
be verified?



Operational Safety Precepts

Operational Safety Precepts (OSPSs)

OSP-1

The controlling entity(ies) of the UMS should have adequate

mission information to support safe operations.
How much

OSP-2

info is
adequate?

The UMS shall be considered unsafe until a safe state ca
verified.

OSP-3

The authorized entity(ies) of the UMS shall verify the state of ‘
the UMS, to ensure a safe state prior to performing ang

operations or tasks. What skills

OSP-5

: — - - and training
Only authorized, qualified and trained personnel with the EEES=GEGE

commensurate skills and expertise, using authorized
procedures, shall operate or maintain the UMS.




DoD Safety Verification Process

Inspect:

Electromechanism design and implementation
Mechanical assemblies

Software source code

Human / machine interfaces and ergonomic

Safety requirements and how they are traced to
design and implementation




DoD Safety Verification Process

Measure resistance to:

EMI

Heat and cold
Small-arms attacks

NBC attacks

Weather (e.g., rain, dust)




DoD Safety Verification Process

Field-test:

Emergency stop functionality
Braking, steering, hill-holding
Radio limitations

Behavior on communications loss
Command latency

Video quality and frame rate




Field Testing Limitations

4 )

You cannot test
all scenarios in all
environments!

rians IR )




“Current UGV testing is very similar to manned vehicle
testing; primarily being hardware focused. Testers run the
vehicle through a matrix of critical test scenarios
specifying a sequence of actions and control conditions...

Current test methodology is not prepared to examine the
UGV control process without restricting the vehicle to very
specific test scenarios.”

- M. Thompson et al., U.S. Army Aberdeen Test
Center, July 2007



Unique Challenges of UGVs

Operational

System complexity
Noise and sensitivity
Statistical methods



Operational Challenges

UGVs will be used in highly-complex,
uncontrolled environments

Teleoperator must remotely distinguish
between friendly forces, civilians, and
enemies

Safety-cases can no longer count on a
human with immediate emergency-stop



Safety Precautions Today

Observers
w/vests

Flags
and Siren

Chase
Vehicle



System Complexity

Mountains of sensor data
Stereo (640x480, 30 fps)
LIDAR (10° 3-D points / sec)
Satellite data

Impractical to test all possible
Inputs



Sensitivity and Noise

Sensors usually sensitive to
changes in the environment

Information is only Iin the
statistical distribution of
sensor data, not in any
single reading

Distinct faillure modes for each
modality



Statistical Methods

How to define objects of interest to a robot
(e.g., obstacles)?

Developers tend to be bad at this definition
With only partial definitions, developers

employ statistical methods

Use simplifying assumptions to produce a best
estimate

What failure rates are acceptable for safety?



Potential Solutions

Build a shared database of hazards
Incorporate “black box recorders”

Improve safety features of commonly-used
components

Develop best-practices for creating verifiable
safety requirements



Research Topics

How to Incorporate safety attributes into
control architectures?

How can adaptable systems be formally
verified?

How should we simulate failure modes of
perception sensors and algorithms?



Conclusion

Accidents could have significant and detrimental
Impact on the industry given its formative stage

Industry will not learn from accidents fast enough
without a concerted effort toward system safety




